g 7 278 28 Uslo|2 onA) ©x| Ze Qe

Web-Based Framework for Detecting Deepfake Images

*

Geon Woo Kim" Jeongln Lee™ Moohong Min™

«Department of Computer Education, Sungkyunkwan University
(Undergraduate student)

s+Department of Forensics, Sungkyunkwan University
(Graduate student)

ssxDepartment of Computer Education, Sungkyunkwan University
(Assistant professor)

2 o
A ¢ 719 =5 ol g3t gHlola oW AE EHA AT F A HEA, 22 Qg 7
& A= S7rekal lth oldl ti&dtr] s thdd HElela ©A =97 FUHE o
Zzke] me LR 'A Aol EAdo] glo] dHAeL dAM e ol gl EAgt =i
Me AsstE 2 719 g0k AlZ 7)ek A w4 E AT ol Fxe duHlela oA
g4 T A AE ALs}. o]E 93 FaceForensics++ % FFHQ 7|9t o]n] x| ¢} 71719 &
I a9l AES T 34 A oW AE &5t APE FAsI e, "Lt ofd o
WEARE A I OA Ty ae] fFEAAS 28T
A& g4 Ads At Assd B2 e, o
HHol faa == AdAd A o] E3
doola 7|ee nEstEa 9o, i 7 o] xaly = 122 s Ao &gt
2 A= dkle] HE 7besd =4
ub oolmx] A Egvtoww 13y

st 9
z7b dAsta k1] ol e wr] SfE)
]S 33sta, 7 ZA3E Forensicall
Rolol= A olRE Fshis weel Was oo oot L ARE v
_ AZbel Zink = E e 7 ddss
Ak, AukelEe] ol wsE AL A4 o
o TEE B 9A teAS molua @tk

] T
A2 ESo] A aAuE, A x| o

R =
aRAQA g AEe PEaT =H, 4

O

*

1S 9@l FaceForensics++ ¢ FFHQZE 7]
Hto 2 kel A" A olnHAE &g}

o] w2024 ARGV EARSAIT)S] Adl ool S w (S

A AetstE ZHAdYarE F
2 AREA7YG7IEe] AQde wol FyE A A = A7dAA A f’} O*Eﬂ_“ﬁl;T ] 2
(No.RS-2024-00439139, Atolw $17] ¢ s w =g RF @A AZA fds AR o5 F25
A AREE = el AesjEgRgr W An sjgto g Gtk 19 A= Sightengine s 3

&

A g e e ag e Ay 2R g o o
&5}

S (IITP-2025-RS-2023-00254129)

o,
o
N
o,
L)
=,
o,
L&J
N
L
off
oX,
o
},
fr
e



Higgo,  ol%  ®HA7E REg

Forensically?} & A1zt3l =42 %3 ELA,

Noise, Luminance Gradient 7|8 #41& 3]

st} ol & a3l AFEAtE 24 sl e

F9E AAHeE I 5 glom,

oty Et: g2 9 ot =S wS 4 9l
H =1

o o] melgfar B gA wae

westar, AA 2z €2 s
2ol At}
IL W73 9 #H A+
Forensically, FotoForensics 59 AlZ 7]
b = A AlFsl=  ELAError  Level

Analysis)&= JPEG 5 FAAA HAs = &
A 54s Z&5te, Adsd oA €
ol ApolE Ao M AH FoAS
2N 7= A olth, o]k FA, olm Ao I
siEl oA gh=] 9 ChA 2
. JPEG &% w99 5 ol
& v gAel s
2l o o
ETFEsHA
3]

oo 4z g

e o4

ay
o
|

i,
O
or fr H r2
o 2 M
[
L

uy)
>
i 4
ey rir

>,

o nt
o N
k)

o
=
of.

e olEE 9 W ETES TUE A
4 Aol §h% £l gE olmAel )
3 gA Aol 83 4FHA ek 59
MAA AF Fow Edol Az olmAe
dAE BA JHEsh word & gl

Al 7EA F@ 9 olm A Hlo]
g&atrk. (D

3 FET AdE-HEola oA 4
152, (2) Face Swapper % Remaker AIE
A7dsk FFHQI4] 719 1138 3HAd olm#] 24
%, (3) (2)9 olm Ao 3] 717 E (AR, A

FaceForensics+ +

stz dea(gs s2)e w7 ds F
AR 3F 3 wWro),

3.2 & 7|9k &2 =

Sightengine API¢] Deepfake B4 7]%<%

&8st AFHoz FAsAY. o
olH & (1)FaceForensics+ +, (2)Face
Swapper 2 Remaker Al A4 olu] =], (3)7}
7l s, A1y HdE 45 ovAR S
o,z olm Aotz Hilolad SEHs
A2 ZFHetstt.

3.3 Azt ek '] =

o 4 &

Azt 71 B B RE R J2 ks
g odEA olwx EElY Rl

Forensically®} FotoForensicsE o]&3sle] =
2b o H S B A5 T
Forensically:= 1 7|5 22 X
A B2 s A7kst )bk S
Aggr. 2 A= 1 FoAAME ELA,
Noise, Luminance GradientE® &-8&3fe] =*
AR "X E A LA
FotoForensics®™ €] 7|§to = o]n[x]
2 B2 ELA, JPEG %% £ &4 7155
Az, 2 AFoA= 1 FoA ELAE &

gato] BAg AEar)

o Hd

Iv. 23
4.1 =2 7)dk &1 = Ay
7+ dlo]g ¥ Sightengine®] H¥lol= ARA
9 FES Yeue Ave FEge dow
Fag=s
E 1A FR7d doela g8 A
FaceForensics ++
A& AR 1%
38 AR 98.25%
FFHQ ¢+
YE AR (YE 34) 7.83% *
HE AR G E dwrstd) 2.5%
HE AR e s As4) 1.33%
QEAD (Aol =) 2.66%*
Face Swapper
A AR (EE 51E) 99%
A A (G s duksiA) 99%
3 ARz IS E A 34) 99%
g AR (2o 4%) 99%




Remaker Al
A AR (B sk 99%
A AR Gt E dwrEd) 99%
I8 AR G E Asd) 99%
A AR (Ag a9 o4F) 99%

AT AE B4, e 9w 54, d
g b=d uf ko] 7.83%, 2.5%, 2.66%%
A=A, o= FASA G Abxlo] dE
A u 42%, 717t E AwrE A d w 10%,
Ao = AshAY wl 3%, WA AF o
10%= Hoeola g4 & HA7] "ol

Forensically®} FotoForensics &
T = AR &3, ¥ )
3 A E4EAY FH7)
FEYZ Hdo] = g

ELA

)]
=
Noise H, gaela o]n

Luminance A A}
]_

Gradient AR,

ELA

=
S
el e
i, i
>
>
™
flo
kr

Noise

R

8 %)

p
EPE
O
©,
o
=

o k| o

o2 XN X rl

Luminance
Gradient

H
T
_‘i

L @slela ou B

I9l 98, 98 Astd, dalola Askd ELA

7)
e B2 =5 Agketo], Ik Al gatEr &
4 7hss "Hieola ©A ZHdPaE Actst
%t} Sightengines &3 FH4 A2 ulF
2o HiolaE =& A2 gx8AT o
5 ool R A w2 oE 3Eo] YEly o]
¢} #Z& o]lAXx+= ELA, Noise, Luminance

Gradient #2415 Hagdogn ANzxow I
Kel
=

duk std 9 Azl olmx]e} o]
dFoz A AdA Jrrt AstE Aol =,
I3 ELA, Noise, Luminance

T
Gradient £4& &8 2% oF & 4=

o] =

1% Aol gl

[1] &3, “Zgd A= 300 AA7-Heo|la=
1209 A71% 99 AA, KBS w2, 20244 5
4 2. [2<1]. o] & 7bs:
https://news.kbs.co.kr/news/pc/view/view.do?
ncd=8242798&ref=A

[2] Krawetz, N., & Solutions, H. F. (2007). A
picture’s worth. Hacker Factor Solutions,
6(2), 2.

[3] A. Rossler et al, “FaceForensics++:
Learning to detect manipulated facial
images,” in Proc. IEEE Int. Conf. Computer
Vision (ICCV), 2019, pp. 1-11.

[4] T. Karras, S. Laine, and T. Aila, “A
style-based generator  architecture for
generative adversarial networks,” in Proc.
IEEE Conf. Computer Vision and Pattern

Recognition (CVPR), 2019, pp. 4401-4410.



